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KUBEPBE3OITACHOCTDB U ITPOPUJIAKTHUKA
KUBEPITPECTYIIHOCTH

(01521 npedocmasumeneil UHMeNNUZEHYUN)

JlaBaiiTe ceroaHs moropopum 00 MHTepHeTe, Kak 0 MecTe, B KOTOPOM
MO>KHO TIPOIACTh, U B KOTOPOM PEaJIbHO MPOMAJal0T MHOTHE JIIOAU. A ObIBaeT,
U LIeJIble CTpaHbl. «I ubenvnoe mecmo Mnmepnemy — Takas TemMa, COrJIaCUTECh,
3BYYHUT 3aMaHUYMBEN, YE€M €CJIU MPOCTO CKazaTh: «KubepbezonacHocms u
npoghunakmuxa xubepnpecmynnocmuy. XO0TsS CMBICI pa3roBopa BCE PaBHO
OyJleT UMEHHO TaKOM.

NHTepHeT Kak opyxue NPOTHB HAC

Bcriomrum ¢ Bamu, yto HMHTEpHET coO3gaBajiicsi B aMEPUKAHCKHUX
BOEHHBIX JTA0OPATOPUSIX — U C T€X MOP BCE C HUM CBSI3aHHOE TaK WJIM UHAYEC U
POU3BOAUTCS, U pabOTaeT Kak opyxue. Kak opykue npoTuB Hac.

CkaxeM, cnyTHUKOBBII UHTEepHeT oOecnieunBaeT CBsA3b Ha moJie 0osl.
CouuajbHble CeTHM MO3BOJSIOT COOMpaTh TPyHNbl JIIOJAEH U aHOHUMHO
VIOpaBIATh MMH Ha paccTossHUM. KpHOTOBAMIOTBI — HEOTCIEKHUBAEMO
OIJIAYUBATh KypPaTOPOB TAKUX CETEH U JIIOOBIX TEPPOPUCTOB B MPHUHIIUIIE.

Hagepnoe, He MHOTHE 00paTiiii BHUMaHHE, Kak 3uMoi 2023 roaa uepes
COIIMAJIbHBIC CETH TMOMBITAINCH HATPABUTHh WICHOB HHTEPHET-COOOIIECTBA
«UBK Pénan» na ¢pyrO0onpHBIX PaHaTOB. ITO OBUT OJUH U3 TPEHUHTOB, OJTHO
U3 CAMbIX HaTYPaJbHbIX MTOJEBBIX YUCHUHN. A TIOJIYUUTCSI JIU 3yMEPOB-O0TAHOB,
HE BBIJIE3AIOIIMX M3-3a CBOMX KOMIIOB, BBIBECTH Ha YJIUIIbI, J1a €111€ U CTPABUTh
CO CHOPTUBHBIMH  «YJBTPAC»  (OPeaHU308AHHbIE — 2PYNNbL  CHOPMUGHBIX
bonenvuuxos)?

Oka3zasioch, 4TO COBPEMEHHbBIE TEXHOJIOTMHU IMO3BOJISIOT YK€ U TAKOE
nenath. [IpaBaa, mpaBOOXpaHUTENU 10 PEATbHBIX CTHIYEK UM JONUTH HE JAJIH.
Opnnako oueBuaHO: MIHTEpHET M3 M0 0051, T/I€ X035€Ba BCEr0 — aHTJIOCAKCHI,
JIOPOC YK€ U O UHCTPYMEHTA PEATIbHOTO BIUSHUS HA KUBBIX JIFOJICH.

JIto6oe HaxkaTthe Ha J1000# KiIaBUAType — 3TO OJHOBPEMEHHO €lIe U
MMChMO aHIJIOCAKCaM, MO0 ThI MOXKEIIb YTO XO4Yellb JejaTh U XOTh Kak
AKPAHUPOBATHCS, HO KJIABUINIA €CTh KiaBuia. [Imoc Kakaplii COBpEMEHHbIN
raJKeT JTOKIIAAbIBACT «B LUEHTP» (uau 6 JIouenu, unu 8 «8AuuHemoHCKUti 00KOM»)
000 BCeM, YTO MPOUCXOIAUT HE TOJIHKO BHYTPH HETO, HO W BOKpYT. Takum
o0pa3oM 3amajJHUKU — TPH KEJTAaHUU — MOTYT 3HATh BCE O MPEAMOYTEHHUIX
0eJIopyCcCKOro, HalpuMep, MponaraHucTa.



BrnoTe 10 TOro, rae ToT MM Ta NPOBOJMUT BBIXOJHBIC, KyJa CHaydala
CMOTPHUT HA JIETKOMBICIICHHBIX KAPTUHKAX, O YEM MMEHHO pa3rOBAPUBACT B
KypPWJIKE U Ha YTO MPEAINOYUTAET TPATUTh 3apabO0TaHHbIE KOHTPIIPONaranaon
TOHOPApHI.

KubOepaTaku Ha BUPTyaJbHOM 1oJ1e 001

CeronHsa HU OJMH YEJIOBEK, HU OJIHA CTPaHA HE 3aCTPaxOBaHa OT TOTO,
4TOOBI CTaTh 00OBEKTOM KHOEpHamnagAeHuss. MacCHUpOBaHHBIE XaKEPCKUE aTaKu
SBJISIFOTCS. OTHOM M3 CAMBIX 3HAUYUTENIbHBIX U IMTOCTOSIHHO PACTyIIUX YIPO3 JJIs
riobanpHON Oe3omacHocTH B XXI Beke. B3710M KOMIIBIOTEPHBIX CHUCTEM
CIIOCOOEH Mapajn30BaTh IEJbIe OTPACIM MPOMBIIIJICHHOCTH, MPUBECTU K
MacIITaOHbIM YKOHOMHYECKUM MPECTYIJICHUSIM, OCTAHOBUThH PabOTy OaHKOB,
3aKPBITh a9POMOPTHI U T.J.

Bnosnine ompegeneHHO MO 3ToMy TOBOAY Bbickazancs IIpe3umeHt
Pecniy6nuku benapycs A.I'.Jlykamenko: «Bo eécem mupe nabnroaemcs
pocm kuoepamak. Ilpuuem amakyrwom npesicoe écezo cmpamezuveckue
00veKmoul, 20Cy0apcmeenHvle O0p2ansvl, npeonpuamus, OAHKOECKYIO
cucmemy. To ecmv uyenvio ux A61AI0MCA  OCHOBHbBIE NYHKMDbL
JHcusHeobecneueHusn n0d020 2ocyoapcmea, 6 Mom 4ucie u Hauiezo. Imo
O00UH U3 I]IEMEHM 08 2UOPUOHOU BOUHbL, 0UeHb onacHblil r1emenm. Lleny —
HaHeCMU MAaKCUMAIbHBLI Yuiepd IKOHOMUKE U 0ecmadunu3upoeams
6 umoze oouiecmeo. Cnedyem obezonacums Hauie 20CY0apCcmeo ¢ y4emom
mo2o, Ymo y Hac eCmbu.

Hano mornmats, 4to mr000€ 9y’k0e MporpaMMHOE 00€CTICUCHHE MOKET
OBITh M3HAYAJIIBHO 3apa)KEHO 3aKJIAJIKOM C BO3MOXKHOCTBIO YIIAaJIEHHOTO,
CKa)XEM TaK, MOJIpbIBA. A €I1Ie 3aKJIaJKa MOXKET OBbITh 3aJ105KeHa anmnapaTHO, Ha
sTane KOH(UTypUpOBaHUsS 4YHUIOB YycTpoiictBa. WM ecnu mnpo Buwuodosc,
Harpumep, Mbl OOBIYHO HE JyMaem, Kak Mpo MUHY 3aMEJIJICHHOTO JICUCTBUS,
TO JIFOOOM COBpEMEHHBIN CMAPT(POH TEOPETUUECKU MOKET TAKOW MUHOM CTATh
B JTI0OOYI0O MUHYTY.

Msbl Beap MHOrO pa3 C BaMU CIIbIIIATIM WA YHUTAIH, KaK TOPST WU
B3PBIBAIOTCS OaTapen B MOOMIIBHBIX TeledoHax, mpas/a xke? A eclid 3T0 OHU
He camu? Uctopus apabo-uzpaunvckux netiodcepos OKa3bIBACT: OUCHD TaKe
MOXET OBbITh, YTO U HE CaMHU. BOATHCS ATOTO KakAbli JIeHb, HABEPHOE, HE
HYHO, HO TOMHHUTb 00 3TOM CTOMUT.

JIOTIOJIHUTENBHY IO OTacCHOCTh KubepaTakam u IPYTUM
BBICOKOTEXHOJOTUYHBIM MPECTYIICHUSIM MPUJAIOT BceoOIast
uudpoBu3anusa U, CIEJOBATEIHbHO, 3aBUCUMOCThL BMeCTE CO CTHPAHUEM
rpaHun. Takxe — HOCTYMHOCTh MHCTPYMEHTOB BMeCTe€ C HEBBICOKHM
YPOBHEM KOMIBIOTEPHOH TIpaMoOTHOCTH TpaxaaH. KuOepataku HBIHUE
CTaJIM reonoJIUTHYECKUM MHCTPYMEHTOM U UCHOJIb3YIOTCS JJIsl IIMHUOHAXA,



necTaduan3alu 0OCTAaHOBKH, BJIMSHHS Ha BBIOOpPHI M HaHECEHUs yIepoa
KpUTHYECKOU UHPPACTPYKTYpe 0€3 0OBABICHHUS OTKPHITON BOWHBI.
Cnpaeouno:

Ilo pezynomamam uccredoeanusi komnanuu Positive Technologies,
yucno kubepamax 6 cmpanax CHI evipociio noumu 6 3 paza 6o Il keapmane
2024 2., ecau cpasnusams ¢ mem dxce nepuoodomM npeovloyuje2o 200d.

Ilpu smom benapyco 3ausana 3-e mecmo 6 peiimunce cmpan CHI,
KOmopbvle yauje 6ce20 noosep2aromces Kubepamaxkam.

Kaoiwcoas namasa amaxa 6 bBenapycu npuxooumcsa na 2occekmop (22%).
Ha emopom mecme — cgepa npomwviuwinennocmu (14%), a na mpemveii
cmpouke — gunarncosas ompacie (11%). Mnoeo amax makace Hayenenvl Ha
CEeKmop meyeKoMMyHUKayut, cgpepuvl Hayku u oopazosanusi (8%).

Kaosicoas emopas kubepamaxa (57%) npusooum K ymeuke
KOH@uOeHyuanvHulx  Oanuvix. Peoice  onu  Hapywarom  0cHO8HYIO
oesimenvrHocmy (16%) unu Hecym npsamole punancosvie nomepu (8%). bonee
NOJI0BUHbL YKPAOEHHLIX CBE0EHUL COCMABIAIOM NepPCOHAIbHble OaHHble U
KoMMepueckas mauna. s psaoosbix noavzosamenel Yy8CMEUMENbHOL
ocmaemcs Kpax)ca oeHez Ha KapmouKkax U KOuenvbKax.

Kak ¢ atum 6opothecsa? B benapycu ogHuM M3 KIIIOYEBBIX pEIICHUN
CTaJIO IOJAIUCAHUE ['maBou rocyzapcraa Yka3sa
Ne 40 «O xubepOe3omacHocTH», Ha 0aze KOTOPOro B HalIeH CTpaHe
chopMUpOBaHa OCHOBAa KOMILJIEKCHOT0O MHOTOYPOBHEBOI0 MeXaHHM3Ma
NPOTUBOJEHCTBUA KHOepaTakaM Ha TOCYJApCTBEHHBIE OpraHbl U
OpraHu3allKi, KpUTHYECKYI0 HH(pOpManumoHHyt0 HHpacTpykTypy. Co3nan
HanmonanbHbIil 1IEeHTp KHMOEpOE30MacCHOCTU, & MHOTUE KPYIIHbIE KOMIIAHUU
Takke  chOopMUpOBAIIM  COOCTBEHHBIC  IIEHTPH  MH(POPMAIMOHHOU
0€30MacHOCTH.

C 1 wmapra 2024 1. B bemapycu QPyHKIMOHUPYET MeEXaHU3M
NPOTUBOACHCTBUS HECAHKUMOHUPOBAHHBIM ILIATEKHBIM OIEPaAlUAM,
Korgja |y ~ OaHKOB  MOSBWIACH  BO3MOXXHOCTh  IMPUOCTAHABIMBATH
MOJIO3PUTEIbHBIE TEPEBOJIBI W COBMECTHO C IPABOOXPAHUTEIbHBIMU
OpraHaMH¥ paccie0BaTh UHIIUJCHTHI.

Cnpagouno:
Coenacno onybauxosanuvim OanwHvim om Positive Technologies,

6 2024 200y nawa pecnyobauxa 3ausna 70-e mecmo u3z 166 cmpan 6 petimunee

NSCI (om amen. National Cyber Security Index, Hayuonanvuulti unoexc

Kubepbezonacnocmu) no ypoeuio kubepoe3onacHocmu, YCmynue no 3momy
unoexcy cpeou cmpar CHI nuws Monoose, Azepbaiiosxcany u Poccuu.

HNHTepHeT MO KOHTPOJIEM CIIELCIYKO
A eme IHTEepHET, MOCKOIBKY MBI BCE K HEMY HETIPEPHIBHO OOparaeMcs,
BKJIAJIBIBAET HAM B I'OJIOBBI CBOU CMBICIIBI. CBOM — 3TO T€, KOTOPBIE MPOIUCAHBI
B «Bukunenun», a 0TTy1a nonagaroT cHayaja B IIKOJbHBIC U CTYJICHYECKUE
rOJIOBbI, 3aT€M — U BO BCE€ HWHTEIUICKTYAJIbHBIE KOHCTPYKTBHI MOJIHBIX
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MBICJIMTENIEH, YTOOBI MOTOM CTaTh SIKOOBI «0OIIen3BecTHbIMMY. Cama ke
MHTEPHET-OHIUKIIONEIUSA (Vorce MHO20KpamHo Obl10  OnyoauKo8aHo) Kax
MuHUMYM ¢ 2008 roga penaktupyercs denepaibHbIM 0IOPO pacciae0BaHUM
(manmee — ®bP) u LlenTpanbHbIM pa3BebIBATEIbHBIM YIIPABICHUEM (Haee —
LPYVY).

HeotBpatumo rpsiier U BpeMs UCKYCCTBEHHOTO MHTEJUICKTA (Janee —
NN). Vxe ceituac 3anag npuHUMAET OTPAHUYUTEIBHBIE MEPHI.
Cnpasouno:

Yuueepcumem bonna pazocnan poccutickum cmyoeHmam y8eo0oM1eHUs
0 MOM, 4mo OHU OoabUe He MO2ZYm nocewams psao Kypcoé no MU, ananuzy
oannvix u 3D-mexnonozusam. Taxoe pewenue obvacuaemces cankyusimu EC:
obOyyeHue no SMUM HANPAGIEHUAM ABIAEMCA MEeXHUYECKOU HNOMOWbIO
Poccuiickoii @edepayuu.

Koeoa nemyam 3aseunu, umo 3mo ducmou 800bI OUCKPUMUHAYUS,
cezpecayusi U HapyuileHue npas Yeio8exd, npecc-cekpemapb YHUeepcumema
CNOKOUHO OMEemui, 4mo OHU «OMKpbIMbl 0N 6CeX UHOCIMPAHHBIX
CMYyO0eHmo8 U npomue OUCKPUMUHAYUY, OOHAKO 3anpem Ha KypcCol

ouckpumuHayueti He cyumaemcsay. ILllancoe Ha cyoebHoe peuieHue, Kax
NOHAMHO, HEM.

Hano momHUTH, uTO OOJBINAs 4acTh COLMAIBHBIX CETEH HE TOJIBKO
cO3/[aHa aHTJI0CaKCaMH, HO M KYPUPYETCs aHTJIOCAKCOHCKUMH CTICTICITY ) KOaMu
Harnpsimyto. HenaBHo amepukaHckuii He3aBUCUMBIN mopTan MintPress News
onyOJIMKOBAJl UTOTH CBOMX MHOTOYHCIECHHBIX PAacCIEIOBAHUM, U3 KOTOPHIX
CTAHOBUTCS MOHATHO, uTOo Jtoau u3 LIPY, ®bP, 'ocnena, HATO u npyrux
rOCYJIapCTBEHHBIX HMHCTUTYTOB PETYJIIPHO HAIMpaBIISIIOTCS Ha CiIykO0y B
COLlMAJIbHBIE CETU (Hanpumep, maxue, kax Facebook, Google, TikTok u Twitter).

Tam oHM paboOTalOT B CIHEIHUATBHBIX CTPYKTYpax (ckajicem, omoei
0osepus u 6e3onacHocmu, ynpaegienue 6e30nacHoCmu U Mooepayuu KOHmewma u
m.n.), GaKTUICCKH BIIMSSA HA TO, YTO BUAST M YUTAIOT MIJUIHAPJIBI JIFOACH TIO
BceMy Mupy. Tak ke, Kak W Ha TO, YTO OOBIYHBIC >XKHUTEIH, TpakaaHe,
n30upaTenu He BUAT, HE CIBIIIAT U HE YATAFOT.

B paccnenoBanum mnpuBeneH OOJBIION CHUCOK (aMminil KOOI
obIBIIUX cOoTpyAHuKOB LIPYu ®BP, nepemenmux Ha padoTy B cOlMaIbHBIE
CETH M 3aHUMAIOIIMX TaM Ba)XHBIE C TOUKHU 3peHUs (HOPMUPOBAHUS MPABUI U
KOHTEHTA JOJKHOCTH.

NMeHHO Te «OBIBIIME COTPYIHUKI» OOBIYHO DPEIIAOT, KOTO M 4YTO B
COILICETSAX HAA0 «MUHUMHU3UPOBATH» (noodasisimp), a KOIO WIH YTO
«ILUTIOCOBATHY (pacKkpyuusams).

Cnpagouno:
Bom mnenoanwviii cnucox «oviguiux compdeukoe», 6ceco IHce maxKkux

A2eHMO8 COMHU.

Jon Bepmon, xomopas 6 2019 200y ocmasuna 00aHCHOCHb cmapuie2o
cogemHuka no uHHosayuam oupexmopa PBbP, umobwvr cmamv cmapuium
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OUPEKMOpOM NO cmpame2uu U onepayusam 8 cghepe npasa, 20cy0apcmeeHHoll
noaumuxu, 0ogepus u bezonacnocmu 6 Twitter.

Jiceipp Kapnmon — xomanoyrowuii Kopnycom mopckoii nexomsl u
oasnuu anarumux pazeeoku I[[PY u ®BP, ¢ mae 2021 2. noxumyn
IIpasumenvcmeo, umober nepetimu 6 Twitter Ha 00JHCHOCMb cmMapuie2o
MeHedHcepa npospammsl N0 008epuro U 6€30NacHOCmU.

Xennu Yane — Oviswull 3amecmumenv 21A6HO20 OPUCKOHCYIbMA
Munucmepcmea eHympenHeli 6e30nacHocmu U 3amecmument NOMOWHUKA
oupexkmopa ®BP, komopas nokunyna 610po, umobsl cmams 3amecmumenem
2NIABHO20 TOPUCKOHCYIbmA Komnanuu Meta u 3anumamuvcs eonpocamu
Kubepbezonacnocmu u paccied08aHull.

Jwcou Yan, xomopwiii 6 2021 200y ocmagun nocm KOMAHOYIOULE20
Apmuu  CIlIA, umobvl cmamb MeHeOHcepoM Npocpammvl 008epusi U
besonacnocmu 6 Meta.

Annen Hukcon — oviswasn acenm DPBP, cmaswas menedsicepom no
paccaeoosanusam yepos Facebook.

Yeppenn H. — oviswuti acenm @BP, pabomarowuii cneyuanucmom no
gonpocam noaumuku ¢ Twitter.

Aapon Bepman — acenm L[PY 0o utons 2019 2., ko20a oH noKuHyn nocm
cmapuie20  MeHedxdcepa NO  AHAIUMUKe, UmMoObl cmamb  CMApUIUM
MeHeoHcepoM No NPOoOYKMOBOU NOaUmuKe 8 obaacmu oOesuHpopmayuu 6
komnanuu Meta, mamepunckoti komnanuu Facebook, Instagram u WhatsApp.
Ilo cnosam A.Bepmana, HbiHewHsAs OOJNCHOCMb Oelaem e20 21ABol
KOMauowl, Komopas nuuiem npaeuira onsa Facebook, onpedenss, «umo
npuemaiemo, a Ymo Hemy OAd mpex C JUWHUM MAPO HOJb308amenell
nrameopmel. [lpasuna ons noumu noio8uUHbl HaceleHus 3emu.

NHTepHeT KAK MHCTPYMEHT MCUX0JOTHYECKOT0 MAHUITYJITUPOBAHUS

Hano mpusnaTth: Hac mpuyyuiav, a Mbl C BaMHU, KaK U BCE OCTaJIbHBIC
KUTENU 3eMJIU, PUBBIKIU U K THTEpHETY, 1 K cMapTdoHaM, U K COLIMATbHBIM
CeTsM, M K KpunToBaatoTam. 1 He coOupaeMcst HU OT 4ero oTkasbsiBaThbes. U k
MpOJIaXKaM JIMYHBIX JAHHBIX IPUBBIKIM, W K ITOCTOSSHHOMY KOHTPOJIIO
re0JIOKAlNK, U K MPOCIYIIMBAHUIO OKPYKAIOIIETO MPOCTPAHCTBA. ..

[TosTomy maBaiiTe XOTsi Obl MHPOTUTHEHY COONIIOAATH, XOTSI OBl CBOIO
roJIOBY B UYHMCTOTE JepkaTb. ITO M OyJAET Halll MUHUMAJIbHBIA BKJIAJ B
K10OepOe30MacHOCTh U B MPOPUIAKTUKY KHOEPIIPECTYTHOCTH.

Cnpaeouno:
3a 8 wmecayes 2025 200a Hayuonanvnoiti yeump 3aujumol

NEePCOHANbHBIX OaHHbIX noayuun 21 ysedomienue o HaApyuleHuu cucmem

3auumovl NEPCOHANILHLIX OAHHBLIX, U3 KOMOpbIX 06a — 00 ymeuke. [lo

mpebosaruro yeHmpa yoanieHo oonee 3,3 MIH 3anucetl, a makice oonee 2,7 MIH

8U0€0- U aAYOUO3ANUCeU, CO0epIHCAUUX HEe3AKOHHO 00pabamuvléaemyro
KOHGUOeHYUAbHYIO UHDOpMayuio.

B benapycu co3maHbl HEOOXOAWMBIC YCIOBHUS JUISI  3aIlUTHI
MEPCOHAJILHBIX JIAaHHBIX M 0€30MaCHOCTU JIMYHOCTH M OOIIECTBAa TPU HX
ucnojb3oBanur. 3akoH Pecnybnmuku benapyce «O 3amure nepcoHaIbHBIX



JTAHHBIX», TPUHATBIA B 2021 romy, maeT MOHATh, KaKyk HHQPOpMAIUIO
0 YE€JIOBEKE MOXHO COOMpaTh U paCIpPOCTPAHSITH, @ KAKYI0 HE CTOUT.

Cnpaeouno:

Umobwi 3auumums ceéou auyHvle 0anHvle 8 inmepneme u uszbesxcamo
npoobaem, pekomeHoyemcs coo100ams HeCKOIbKO NPOCMbIX NPABUIL:

1. Bcecoa enumamenvrho uumaiime, Ha uYmo 6vl Oaeme co2iacue.
H3yuaiime nonumuxy o6pabomku NepCOHANbHLIX OAHHLIX, U3 MeKCcma
KOMOPOU MOJCHO NOHAMb, KaKue 8auiu OanHvle 6y0oym cooupamov u Kax ux
UCNOIL3068aAMb,

2. Ucnonv3ytime HaoedxicHvle napoiu u exuoyaime 08yXghaKmopHyo
3awumy, 4moodvbl NOCMOPOHHUL He CMO2 6310MAmMb AU AKKAYHMBL.
Cnedyem ¢ MakCumManibHoOU OCO3HAHHOCMbIO NOOXO0UMb K DA3MEUeHuUio
JUYHOU uHgopmayuu 6 coyuanvHulx cemsx. He cnedyem onybauxosvieams
nacnopmusie OanHvie, OAHKOBCKUE PeKBUUMbL, (POMO OUNEemos, CiyHceOHble
OOKYMeHmbl U M.N.,

3. Byobme ocmopodichbl ¢ n0003pUmMenbHbIMU RUCOMAMU U 360HKAMU —
9MO Modicem OblmMb NONBIMKA 0OMAHOM NOLYYUMb NEPCOHATbHbIE OAHHbIE.
Pecynapno obnosnsiime npocpammvl u awmusupycel, a Oisi pabomoi
6 Uumepneme gvibupatime moabko nposepenHvle Catimbl U NPULOHCEHUS,

4. Bepeoicno omHocumecs K C80UM U UYHCUM OAHHLIM. He coobujatime
PEKBU3UMBL KApm, NAPOIU U JTUYHYIO UHDOPMAYUI) HEZHAKOMBIM JTUYAM,
ocmepe2aumect, MOUWEHHUKO8 U COMHUMENbHbIX COOOWeHUl, 0bpawalimecs 6
npasooxpanumenvhvle opeanvl. Bcecoa coxpansiime 300poswiti ckenmuyusm
U He MOPONUMecs 8bINOHAMb HENPOBEPEHHble UHCPYKYULL.

Haubonee pacnpocTpaHEeHHBIMH  BHJAAMH  KHOEPMOIIICHHUYECTBA
B Pecniybnuke benapych mo-mpexxHemy SBISIOTCS (PMIIMHI, TO €CTh Kpaka
JIMYHBIX IAHHBIX, U MOIIEHHUYECTBO ¢ 0aHKOBCKMMHU KAPTAMM.

Cnpaeouno:

IIpumepol camvix pacnpocmpaneHHvix cxem.

360HKuU om umenu oaunka, compyonuxa MBJ], KI'b u unwix
20CY0apCmeEeHHbIX O0p2aH08, Ko20a MOWEHHUK, UCNOb3Y MeXHO02U
NOOMEHbl HOMEPA, 360HUM C HOMEPA, NOX0JHce20 HA OPUYUATbHBIL HOMED
banka u coobwaem o «n0OO3PUMENbHOU ONePayuny ¢ Kapmol, «OJ10KUposKe
cuemay Uil «NONbIMKe 83/10Ma», d 05 «3AUWUMBLY UIU KOMMEHbl ONePaAyULLY
npocum coobuums CVV-ko0, Oanunvie uz SMS-coobwenus c¢ Kooom
NnOOMeepI’COeHUs, NapOoJib U3 UHMEPHem-0aHKUHed Ul nepedecmu 0eHbeU Ha
«bezonacuwlily (Ha camom oele NOOKOHMPOIbHbIL MOUEHHUK)) cUem,

Gumunzosvie SMS-coodowenun u nucoma, xozoa npuxooum SMS-
coobujenue UM JNEKMPOHHOE NUCLMO C CO0DWeHuemM o «DJIOKUPOBKe
Kapmoely, «npooieme C HALO20M», «8blucpvblule 8 Jlomepee», KOmopoe
Cco0epaIHcUm CCoLIKYy HA QUUIUH2O0B8bIL UHMEPHem-pecypc (cauim — KIOH),
KOMOpblll 8b121A0UM KAK 0QUYUATbHBIN UHMEPHem-pecypc 6AHKa, HAl02080U
Unu 0py2o2o 20CyO0apCmeeHH020 Opeana, 20e mpebdyemcs 68ecmu J02UH,
naponb, OaHHvle NIAMEN’CHLIX CPEOCME, NOCe 8600a KOMOPLIX COBEPULAECMCS
Xuujenue,

MOUWIEHHUYECMEA 6 COUUANbHBIX CeMAX U meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), kocoa 310yMmbluIeHHUK 83/1AMbI8AEN AKKAYHM 8
coycemu unu cozoaem Herikogulil, NOXONCUL HA He20, Nuuiem OaUIKUM
POOCMBEHHUKAM OM UMEHU 61a0enbyd aKKAyHmd, 4mo CPOYHO HYIHCHbBI



7

0eHb2U HA «OYEHb BaNCHOE 0eN0y (CIOMANcsA meneg)oH, NONAl 8 CILONCHYIO
cumyayuro, nonan 6 JTII u Op.), npocs HuUKomMy He 360HUMb, JUOO
anano2uyHas npeovloyuel cxema, K020a MUWEHbI0 CIMAHOBAMCs OpY3bs, a
MOWEHHUK Om UMeHU Opy2a nuwem, 4mo 3acmpsil 3a cpaHuyel, y He2o
VKpanu 0eHb2u/00KyMeHmbl, U NPOCUM CPOUHO nepesecmu cpedcmed,

MOUWIEHHUYeCmea npu OHIAUH-NOKYHNKAX HA NI0WAOKAX hno
npooace Mosapos (Mop2osuvle NIOWAOKU, MAPKEMNIelUCsl, Coycemu), Ko2oa
MOWEHHUK pasmeujaem npusiekamevbHoe o0vssienue 0 npooaice mosapa
(mexHuKa, demckue e, HCUBOMHvle) No 3aHUudICeHHOU Yene, npocum 100%
npeoonaamy Ha kapmy uau udepe3 EPUII, nocne wuweco ucueszaem.
Ananocuunas, Ho obpamHas cxema, Ko20a dcepmea npeoidazaem mosap K
npooasice, @ MOUWLEHHUK, UCNOb3YSL €20 KOHMAKMbL 8 MeCCeHOcepax uiu
COYUANbHBIX CemsaX, npediazaem Kynumv moeap ¢ O0O0CMABKOU, AKOObl
0QOPMIIEHHOU OHAQUH, NPUCHLIIAS QUIUUHCOBYIO CCBLIKY OJisL ONIAAmbl,
NPEeOHA3HAUeHHYI0 Ol NOJNYYeHUsl OAHHbIX NAAMENCHbIX CPeocms U
NOCNe0YIoUle20 XUeHUsi OeHeN’CHbIX CPeoCma;

(heitkosvle unmepHem-mazazunsl, K020a co30Aemcst KPAcusblil caim-
OOHOCMPAHUYHUK —UIU 2PYNNa 6 COYUAIbHOU cemu  (3auacmyio 8
«HUncmaepam»), ¢ 02pOMHBIMU CKUOKAMU HA AKMYANbHBIU Y HACELeHUS MO8ap
(mexuuxa «Apple», caodosas mebenvb, Haly8Hble Oaccelinvl, OpeHO08aAs
ooedcoa u 0p.), a nocie Npedoniamvl mosap He Npuxooum, a Caum uiu
epynnul ucuezarom, 1ubo coodweHUs Heepmawl 0aiee USHOPUPYIOMCS,

MOUWIEHHUYECmEa Nno0 6UOOM 20CYOapCMEEHHBIX OpP2AH08, K020d
Jrcepmee  nocmynaem 360HOK OM UMEHU «cyovuy, «compyonuxka MBIy,
«HAN020801» ¢ mMpebosaHUueM CPOYHO ONIAMUMb HeKUU QUKMUBHBIU 00,
WmMpag unu NOWIUHY, YePOoACAsL APeCmoM CHemos Uiu OpyeUM HaAKa3aHuem,
npocsm YCmMaHo8UmMsb NpuiodiceHue Ojisi YOAIeHH020 00Cmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuema», umo oaem um
NOJIHBIU KOHMPOJIb HAO YCMPOUCMEOM NOMEPNEBULELO,

¢unancosvle nupamudvl U UHEECMUUUOHHbBIE MOUIEHHUYECMEA,
maxkue KAk — NPeoNoNCeHUs  «BbICOKOOOXOOHbIX — UHBeCMUYUL» 8
KpUunmoeamomy, Oupdcu uiu cmapmanvl ¢ 2apaHmupo8aHHbIM 6blCOKUM
00X000M, U NO HAYALY MO2Ym 0ddice 8bINIAYUEams HeOOabUIUe NPOYEHMDL,
umobbl nomepneguiull 8Hec ewje 00Jbue OEHENCHLIX CPeoCme U Npusei
POOCMBEHHUKOS, Opy3eli U 3HAKOMbIX, NOCe 4e20 NPOeKm 3aKpbleaemcs, da
OeHedicHble CpeoOCcmea NOXUWAIOMCsL,

8bIMO2AMENbCMEO HA UHMUMHOU nouee («cexcmopuieny), Koeoa
MOWEHHUK Yepe3 coycemu 3HAKOMUMCS C HCePMBOLL, 6Mupaemcs 6 0osepue,
CKIIOHsIem K 00ujeHuio 8 gudeodame UHMUMHO20 XApaKmepa iy K omnpaske
OMKPOBEHHBIX (hOMO, 3anucvléaem Udeo iU oeiaem CKPUHWOmMbl, a 3amem
wanmasicupyem, mpeodys 0eHbeU, Y2podicas pazociams MAmepuanvl 6cem
OpY3bM U POOCMBEHHUKAM JHCEPMBDL.

YTo TyT MOXHO U HYXKHO JieiaTh, BeJp OOph0a MPOTHUB TaKOTO BUAA
MIPECTYIICHUH — 3TO COBMECTHAs 3a00Ta TOCyIapcTBa U caMux rpaxkaan? He
Ha70 OosAThCS. BakHO exeaHEBHO COOIIOAATh MpaBWia WHPOPMAIMOHHON
TUTUEHBl — U JIeTIaTh 3TO C TEM € PBEHUEM, KaK Mbl BCE MbLIU PYKH TOCIE
nepBbix u3Bectuit o COVID-19. HacrauBarh, 4ToOBI Tak e Belu ceds U
POJICTBEHHUKH, U 3HAKOMbIC, U KOJJIETH. YUUTh UHGOPMAIMOHHON THTHMEHe
JETEN.



N nomuuth: B 1000M, Jdake caMOM TIPOJAYMaHHOM CHCTEME
0€301acHOCT — U OCOOCHHO B CaMOW MPOJYMAaHHOW — YEJIOBEK SIBJISETCS
caMbIM cla0ObiM 3BeHOM. [loaTOMYy B MHQOpPMAIIMOHHYIO 3MOXY IMOBBIIIATH
CBOIO JINYHYIO ITU(PPOBYIO TPAMOTHOCTh HAJI0 HEMPEPHIBHO.

CoBpeMeHHbIE TEXHOJIOTUU UTPAIOT BCE OOJBIIYIO POJb B Pa3IUYHBIX
OTpaciisiX, TaKUX KaK KOCMOC, 3JpaBOOXpPAHEHUE, MPOMBIIIIEHHOCTD,
¢buHaHCHI, 00pa30BaHKE, TPAHCIIOPT... Ja BO Bcex oOmactsax xu3uu! OT yat-
O0TOB /10 OECIMIIOTHBIX aBTOMOOMWJIEH — MCKYCCTBEHHBIN MHTEIIJICKT MEHSET
HaIll MU, Aenast ero kompopTHee u yaooHee. OnHako MacmiTad Bo3aeicTBus
MU nHa yenoBeUeCTBO HAM €1IE NPEICTOUT OCO3HATD.

«C 00HOIl cMOpOHBL, COBPEMEHHbIE MEXHOI02UU CO30al0m MmblCAYU
HO8bIX 603MoOdCcHOCcmell u nepcnekmug. C Opyzoii cmopoust, o0HU
HOPOHCOAIOM MHONCECHEO PUCKOE U yepo3 — (peitku, Oe3ungopmanus,
amaxku Ha Kpumuueckyio un@pacmpykmypy. Hmea cnocodonocmsp K
camoobyuenuio, Imom uncmpymenm (IIpUM. — UCKYCCTBEHHbBI MUHTEJUICKT)
Modicem noZyoume uenoeeuecmeo, eciu  e20 GbINYyCMmumov U3-noo
KOHmpoasa... », — BOT Ha 4To oOpatuin BHUMaHue [Ipesunent PecryOnuku
benapycs A.I'.Jlykamenko 28 HosiOps 2024 r., BeicTymas B AcTaHe Ha
cammute OJIKbB.

KopoTtko moapiToxkuM: Kakue Obl 3(P(GEKTUBHBIE MEpPbl 3aLIUTHl HU
IIPUHUMAJIUCh HA T'OCYIAPCTBEHHOM YPOBHE (a OHU NPUHUMAIOMCS, NPOCMO 00
9MOM Heb3sl, N0 NOHAMHbIM NPUUUHAM, 2080PUMb 6CIYX), BCE-TAKU KIHOYEBYIO
poiib B oOecrie4eHHH OE€30MacCHOCTH HWIPAEeT OCBEAOMIIEHHOCTh U
BHUMATEJIBHOCTh KaXKJIOTO U3 HAac. MBI caMu JTOJKHBI OBITh OCTOPOKHBIMH U
OJIHOBPEMEHHO TOTOBBIMU aIAITUPOBATHCSI K HOBBIM YIPO3aM, YTOOBI OBITh B
COCTOSIHUM CO3/l1aBaTh KaKk MOXHO Oosiee 0Oe30macHyr cpeay i BCeX
IpakJiaH.

Cnacu6o.



